IoT Security — Part 8 (Introduction To Software Defined Radio)
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Introduction

This blog is part of the "IoT Security” series. If you haven't read the previous blogs (parts 1 - 7) in
the series, [ urge you to go through them first unless you are already familiar with those

concepts and want to only read about the current topic.

loT Security - Part 1 (101 - 1oT Introduction And Architecture)

loT Security - Part 7 (Reverse Engineering an loT Firmware)

previous blog in the series.

In layman's terms, Software Defined Radio is the implementation of major signal processing
components i.e. modulators/demodulators, encoders/decoders, amplifiers, mixers (that are
typically implemented in hardware) within the software. These software platforms are very
generic and support all types of frequencies as well as different analyses on them. Even though
the hardware is still a major requirement (transceiver and antenna) but the introduction of
software-defined radio certainly created a wave in IoT as well as other major areas where
wireless communication is used and made signal processing much more accessible than it used

to be previously.

Wireless communication is one of the major attack surfaces in an IoT environment. SDR is the
technology to build these wireless products, analyze the communication, and most importantly
break it! Not only does SDR cover all major wireless communication protocols used in IoT i.e.
Bluetooth, Zigbee, Wifi, NFC but it offers a vast range of other possible attacks that can be used

to compromise the security of a device or infrastructure. A few of these are listed below:




